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CLAIMS LISTING DEC 1 1 2007 

This listing of claims will replace all prior versions and listings of claims in the 
Application: : '4. .. 

1 . (Previously Presented) A method for controlling transrhission of messages from 
an originator computer systeiTi, the method comprising the steps of: 

detecting an outbound message from an originator computer system; 

verifying an authenticity of an originator Identity associated with the outbound 
message by comparing a mapping of network addresses with account names such that 
the originator identity associated with the outbound message is associated with a valid 
account name and network address pair; 

performing a quota enforcement operation based on a message count and a 
message limit associated with the originator identity to produce a message transriiission 
•result; iand 

perfonning a selective transmit operation including at least onie of 

i) trarismitUng the outbound message onto a computer network if the 

message transmission result contains a transrn it value; and 

ii) preventing transmission of the outbound message onto a computer 

networic if the message transmission result contains a no-transmit value. 

2; (Previously Presented) The method of claini 1 whf reih the step of performing 
the quota enforcement operation includes the steps of: 

comparing the message count associated with an origiriator identity of ttie 

outbound message with the meissage limit assigned to the originator identic 
outbouhd message to determine an occurrence of a message limit condition, and if the 

message limit condition oceufB, setting the message transmission result to a no-transmit 
value, and if the message limit condition does not occur, seltirig the message 

transmission result to a transrnit value; arid ; 

updating the message count associated with the originator identity of the 
'.■outbound message.' 
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3 (Original) The method of claim 2 v^erem 

count associated with an orlginator ldentity of the outbound message includes the steps 

of:.' ■ 

, obtaining an originator address associated with the outbound message; 
" : obtaining the originator identity associated with the outbound message by 
performing an originator identity lookup based on the originator address; and 

obtaining at least one message count associated with the originator identity by 
perfbrmirig an message count lookpp based on the originator identrt^^ 

4. (Original) The method of claim 3 wherein: 

the step of obtaining an originator address Includes reti-ieving a network address 

associated with the outbound m^sage from a message connection establishnient 
protocol used to transfer the outbound message from an originator computer system to 

a recipient computer system; 

the step of obtaining the originator Wentlty includes the step of querying a login 

database containing mappings of originator addresses to originator identities based on 
ttie originator address obtained in the step of obtaining an originator address; and 

the step of obteining a message count for the priginalpr klentity associated with 
the outbound message includes querying a quota database containing associations of 
message counts to originator identities based on ttie originator identity associated with 
the outbound message; and 

wherein the message count is at least one message count tiiat indicates, for an • 
originator Identity, a cun-ent number of outbound message transmitted over an elapsed 

tiriie interval; and 

wherein the rhessage limit is at ieaist one message limit con«^ 

. respective at least one messuage count that indicateSi for an originator identity, a 
maximum number of outbound nriessages that may be transmitted over a predetennine 
time interval. 
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5. (Origihal) The method of da«m 2 N^^^^^^ 

count associated with the originator Identity of the outbound message includes the steps 

Of:' ■ " 

calcutating a total number of recipients for the outbound message; and 
incrementing the message count associated with the originator Identity by the 
total number of recipients for the outbound message. 

6. (Original) The method of claim 2 Aft^iein: 

the message limit indicates an amount of outt>ound messages that may be 
transmitted from the originator computer system over a certain period of time for the 
originator identity asspdated \ftrfth the 

wherein the originator idehtity of the outbound message is indicative of at least 

one of: '.■ 

i) a sp^fic user account operating under control of a computer user; 

ii) a specific message sending user; arid . 
ill) a specific doniain; ^ 

7;. (Original) The method of claim 2 wherein: 

the message Hmit condition indicates if a computer user account associated with 
the originator identity used to transmit the outbound message is attempting to transmit a 
number of outbound messages that exceeds the menage limit in a predetemryned 
amount of time; and 

wherein the message limit condition occurs if the step of comparing detemilnes 

at least one. of:- • , . ■ ' ■ 

the message count exceeds the nnessage limit; a^^ 

the message count is equal to the messaige limit. . 

8. (Previously Presented) The method of daim 2 wherein the quota enforcement 
Operation Includes the step of: 

verifying authehtidty of at least one redpi^nt associated with outbound message. 
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9. {Original) The method of claim 1 wherein the step of performing a quota 
enforcement operation includes the step of : . 

comparing a previous niessage transmission result with a no-transmit value, and 
if the previous message transmission decision equals the np-lransmit value, performing, 
the step of performing a selective triansmit operation. 

10. (Original) The rhethbd of claim 1 Wherein the step of detecting an outbound 
mes^ge includes the steps of: 

. searching a quota enforcement list for an originator address associated with the 
message. and if the originator address associated with the message is contained in the 
quota enforcement list, perfprnning the steps of perfomning a quota enforcement 
operation and perfonTiing a selective transmit operation/ and if the origi^^^ 
associated with the message is not contained in the quota enforcemerit list, skipping the 
step of performing the quota enforcement ojperatlon and perfonning tiie step of 
transmitting the outbound niessage from the computer system. 

11. (Original) The rhethpd of claim 1 further including the steps of: 
authenticating a connection from the originator computer system; 
recording authentication infornration In a login database, the authentiM^ 

infonnatibh including ain originator address assigned to the originator computer system 
and an originator identity associated with the originator address; 

receiving, for transmission to a recipient computer systenh, the outbound : 

message from the originator comi^tbrsystiem; 

fonvardlhg the outbound message to a quota server to perfonti the steps of 

detecting an outbound rnessage. performing a quota enforcement operation and 
performing a selective trarismit operation. 



. PAGE 7/21 ■ RCVD AT 12f11/2007 S:36:01 PM [Eastern Standard Time] * SVR:USPTO.EFXRF-3/3'8 * DNI8:2738300 * CSID:1 5086169661 ' DURATION (mm-ss): 12-30 



Dec 11 20Q7 19:24 CHRP I N« I MTELLECTUnLttPROPE 150861B9GG1 p. 8 



U.S. ApplicatlbaNo ; 09/715.641 Attorney Docket No.: ZIPOO-OI 

12. (Previously Presented) A method for controlling transmission of messages onto 
a computer network; the method comprising the ste^^ 

detecting an outbound electrbnlG mail niessage to be transmitted onto the 
computer hetwork from an originator computer. system and verifying an authenticity of 
an originator identity associated with the outbound message by comparing a mapping of 
network addresses with account names such that the originator identity associated with 
the outbound message is assodated with a valid account narrie and network address 

■pain-. •■ 

in response to the step of detecting, oornparing: 

i) at least one message count associated with the originator identity 

associated with the outbound meissage; to 

ii) ii) at least one message linnit assighed to the originator identity 
associated with the outbound message that corresponds respectively to the at least one 
■ message count; . 

iii) Iri order to determine a message transmission result that indicates if 
the originator computer system operating to transnrjit the outbound ele^^ 

message usjng the originator identi"ty js attempting to transmit the outbound electronic 

mall message to ia number of recipients that exceeds the rnessage limit, an^ if the 

message transmission result is a no-transmit:value, preventing transmissiof^ oT 

outbound electronic mall messages onto the computer network for the o 

identity, and if the message trahsmissran result is a tramsmi^ 

transmission of the outbound eiectronfc mail message onto the computer: netw6ri< on 

behalf of the originator Identity. . 
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13. (Original); The method of claim 12, wherein: 

the at least one message count includes a first message count and a second 
mesisage courit; 

v\merein the at least one message limit includes a first message limit and a 

. second message llrnit; 

vyrtierein in the step of comparing, the first message count is compared to the first 
message limit to determine if the first message count exceeds the first message limit in 
vyhich case the message transmission result is set tt>ia no^transmit value; and 

wherein in the step of cbmparing; the second message count is compared to the 

second message limit to determine if the second messagie count exceeds the second 
message limit in which case the message transmission result is set to a no-transmit 
value.- 
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14. (Previously Presented) A computer sy^^ 
■ ■ a processor, 
a memory system;- 
a network interface; 

an interconnection mechanlsrn coupling the processor, the memory system and 

the network interface; 

wherein me m^niory systerii is e^ 

•• server; and 

wherein when the quota server performs on the processor In the computer 
system, the processor perfomiing the quota system causes th^ 
control transmission of messages from an originator computer system onto a computer 
network by performing the operations of: 

detecting an outtKiuncI message at the network interface wherein an 
authenticity of an originator identity associatkl with the outbo 
verified by comparing a mapping of network ad dresses with account names such that 
the originator identity associated with the outbound message is associated with a valid 
account name and network address pair; 

perfbntiing a quota enforcement operation for the outbound message 

based on a message count and a message limit, associated with the originator klentity, 
obtained from the quota database in the memory system to produce a message 

transmission result; and . 

perfoririihg a selective transmit operatioii include at least one of: 
0 transmitting *he P^I^'O^Jnd mes^ge? froni t^^^ 

the message transmission result contains a transmit value; and 

ii) preventing transmission of the outbound mesisage from the 
computer system if the message transrnission Insult contains a ho^ransmitvalu^^^^ 
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15. (Original) The computer system of claim 14 where^ 

perfoims the operation of performing the quota enforcement function, the processor 
causes the corriputer system to perform the operations of: 

comparing the message cognt associated with an originator identity of the 
outbound message with the message limit assigned to the originator identity of the 
outbound message to determine an occurrence of a message limit condition, and if the 
message limit condition occijrs, setting the message transmission result to a no-transmit 
value, and if the rhessage limit condition dbes riot occur, setting the 

transmission result to a transmit value; and 

updating the message count associated with the originator identity of the 

outbound rnessage. 

16. (Original) The cdnnputer system of claim 15 vvrtrerein when the processor 
performs the operation of comparing tiie message count associated with an originator 
. identity of tiiB outbbund message, the pn^cessor causes the computer systiem to 

perform the operations of : 

obtaining ah originator address associated with the outbound message detected 

at the interface; 

obtaining the originator identity associated With the outbound message by 
perforining an originator identity lookup in a login databasie coupled to the computer 
system based on the originator address; and 

obtaining at least one message count associated with the originator 

perfonnirig an message count lookup in the quota database based on the or^inator 
identity.; . 

; 17: .■ '(Canceled) , ■ : 
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18. (Originai) The cbmputer system of claim 1 5 wherein when th^ processor 
performs the operations of updating the message count assod the originator 
identity of the outbound message, the procsessor further perfqnns the operations of : 

calculating a total number of redpients for the outbound 
incrementing the message count associated with the originator identity in tlie 
quota database by the total number of recipients for the outbourid messa^^ 

19. (Original) The computer systetm of claim 15 wherein: 

ttie message limit Indicates an amount of outbound messages that may bie 
transmitted from the originator computer s^tem over a certain period of time for the 
originator identity associated vwth the outbound rriessage; an^ 

wherein the originator identity of the outbound message |s indicative of at least 
•one of: 

i) a specific user account operating undbr control of a computer user, 

ii) a specific message sending user; and 

iii) a specific domain. . 

20. (Original)Thecomputersystemof claim 15 wherein: 

the message limit condition indicates if a computer user account associated with 
the originator identity used to transmit the outbound message is attempting to transmit a 
number of outbound messages that exceeds the message limit in a predetetrtiined 
ariiount of time; and 

wherein the messageliinlt condition occurs if the processor, when perfonnlng the 
operation of comparing, determines at least one of: 

the message count exceeds the nnessage limit; and 
the message count is equal to the rriessage limit. 

21 . (Previously Presented) Th^ computer system of claim 15 wherein the when the 
processor performs the quota system to perform the quota enforcement operation, the 
processor performs the operation of: : 

verifying duthenficity of at least one redplerrt asspcia^^^ 
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22. (Original) the computer system of claim 14 wherein the when thei processor 
perforrns the quota system to perforni tlie quota enforcement 

]. performs the operation of: ^ 

comparing a previous messiage transniission result with a no-transmit value,, and 
If the previous message transmission, decision equals the no-transmit value; the 

processor perfonins the. selective transmit operation. 

23. (briginai) The computer system of daim 14 wherein when the processor 
performs the operation of detecting an outbound message, the processor further 

performs the operations of; 

searching a quota enforcement list for an originator address associated with the 
message, and if the originator address associated with the message is contained in the 
quota ertforcernent list, peiforrhing the operations of performing a quota enforcerrient 
operation and perfomning a selective transmit operation, and if the originator address 
associated with the message is not contained in the quota enforcement list, skipping the 
operation of performing the quota enforcement, opeiralion and perfoTO^^ operation 
of transmitting the outbound nrjessage from the computer syst^ 
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; 24. (Original) The computer system o^ 

a rempte access server coupled to the receive a connection from llie. originator 

computer system; 

an authentication sen/er coupled to the remote access sewer; the aothentication 
server authenticating a connection from the originator computer system when the 
connection is received by the remote access server, the authentication server including 
a login extractor that recordsauthenlicatiori infomiation in a login database, the 
authentication information including ^n origiriator address assigned to the originator 
computer system and an originator Identity assocated with the originator address; 

a port redirector coupled to the remote access server, the port redirei^^^ 
receiving, for transmission to a reciplerit coniputei- system, the outbound message via 
the connection from the originator computer system and fonvarding the outbound 
message to the irterface fQr receipt by the quota senrerWhich^ performed on the 
processor, causes the processor to perform the operations of detecting an outbound 
message, performing a quota enforcement operation and performing a selective 
transmit operation. 

25. (Original) the computer system of claim 24 wherein the port redirector is a data 
communications device capable of directing outbound messages based on content 
contained within the outbound message, and wherein when the port redirector receives 
an outbound message thiat is to be sut>ject to message quota enforcement based upon, 
content contained with the outbound mesisage, the^^ port; redir^or forwards the 
outbound message to the quota server. 
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26. (Previously Presented) A computer system for cbntrolHng transmission of 
messages onto a computer netwprl«, the computer system coniprising: 

a interface for detecting an outbound electronic mail message to be transmitted 
: onto the computer network from an^originator computer system wherein an authenticity 
of an originator associated with the outbound message has been verified by comparing 
a mapping of network addresses with account names such that the originator 
associated with the outbound message i? associated vyith a valid account name and 
network address pair; 

a quota server, the quota server comparing: 

i) at least one message count associated with the originator identity- 
associated with the outbound message; to : 

ii) at least one message limit assigned to the originator identity associated 

with the outbound message that corresponds respectively to the at least one message 
count; . 

to detenriine a message -trahsmission result that indicates if the originator 
computer system operating under the originator identity is attempting to transmit an 
outbound electronic mail message to a number of recipients that exceeds the message 
limit, and if the message transmission result is a no-transmit value, the quota server 
preventing transmission of outbound electronic mail messages onto the computer 
networit: for the originator identity, arid if the message transmission result is a transnriit 
value, the quota seir/er allowing transmissroh of the outbound electronic mail message 
onto the computer network on behalf of the origihatpr identity^ 
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27 (Previously Presented) A computer program 
readable medium including com^^^ 

performed on a computer system, causes the computer system to c?ontrol transmission 
: of outbound messages onto a computer network, and wherein when the computer 
. program logic is performed oh a processor in the computer system, the computer 
program logic causes the processor to perfomi the op 

detecting an Outbound message at the network interface; 

verifying an authenticity of an originator associated with the outbound message 
by companng a mapping of network addresses with account names such t 
originator associated with the outbound message is associated vyith a valid account, 
name and network address pair: 

performing a quota enforcement operation for the outbound message based on a 
message count and a message limit, associated with the originator identity, obtained 
from the quota database in the memory system to produce a message transmission 
-result; and ■ 

performing a itelective transmit 6^^ 

i) transmitting the outbound rnessage frorri the computer systern^i^ 

message transmission result contains a transmit value; and 

ii) preventing transmission of the outbound message from the CO 

system if the message transmission result contains a no-transmit value. 
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28. (Previously Presented) A corriputer program product having a computer- 
readable medium including comjsuter program logic encoded thereon that when 
- performed oh a computer system, causes the computer system to control transmission 
of outbound messages onto a computer networlt. and wherein when the computer 
program logic is performed on a prooesMr In the computer is^^^ 
prograrn logic cauises thfe processor to perform the operations of: 

detecting an outbound electronic mall message to be transmitted onto the 
corriputer network from an originator compMter system and verifying an authenticity of 
an originator associated with the outbound message by comparing a mapping of 
network addresses with account names such that the originator- associated with the 
outbound message Is associated With a Valid account name and network address pair; 
in response to the step of detecting, comparing: 

j) at least one message count associated with originator identity 

associated with the outbound message; 

ta •'. . ■ '/■', ' ' ' ; . ■ ' . • / ' . 

ii) at least one message limit assigned to the originator identity associated 

with the outbound message that corresponds respectively to the at least one message 

count; 

to determine a message transnhission resuBt that indicates if the originator 
computer system operating under the originator identity is attempting to transmit an 
outbound electronic mail message to a number of redpiente that exceeds tfie message 
limit, arKi if the message transmission resujt is a no-transniiit value, preventing 
transmission of Outbound electronic m^il messages onto the computer network for the 
Originator identity, and if the message transmissiori result is a transmit value, allowing 
transmission of the outbound electronic mail message onto the computer rietwprk on 
behalf of the originator identity. 
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29. (New) A method comprising: 

detecting an outbound message from ah pnginator com^^^ 

verifying an authentcity of an originator identity associated with the outbound 

'message;: 

computing a difference between a message limit associated 
ideritity and a message count assodated with the originat 

transmitting the outbound message onto a computer network to a number of 
recipients for the outbound message equal to or less than the computed difference 
between the message limit arK} the message c^^ 

30/ (New) the method of Clairn 29 comprising: 

buffering, for later transmission onto a computer network, a number of copies of 
the outbound message equal to a d'rfference between a total number of recipients for 
the outbound message and the number of recipients to which the outbound message is 
transmitted; and 

incrementing the nriessage count associiated with the originator identity by the 
total number of recipients for the outbound message. 

31. (New) Th€i method of Claim 29 comprising: 

discarding any copies of the outl>ound it»es^ge not trans^^ 

networic to a redpieht; arid 

incrementing the message count associated with the originator identity by the 

himiber of recipients to Which the outbound message was transmitted. 
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